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Last Lecture

• Multi-Agent Design Basics

• Pitfalls in Multi-Agent Design

• Agentic Collaboration

• Multi-Agent Memory

4/8/2026 Introduction to Agentic AI 2



This Lecture

• Agentic AI for Penetration Testing

• Agentic AI for Threat Intelligence

• Agentic AI for Fuzzing
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Penetration Testing (Pentesting)

• Penetration testing is a simulated cyberattack against a 
computer system, network, or web application to check for 
exploitable vulnerabilities.

• Planning and Scope for legal and operational safety
• Defining Scope: Which systems, IP addresses, or applications are being 

tested? What is strictly off-limits?
• Rules of Engagement: What time of day will the test occur? Will the blue 

team (defenders) be notified beforehand?
• Testing Methods: Deciding between Black Box (tester has no prior 

knowledge of the system), White Box (tester has full knowledge and 
source code), or Gray Box (partial knowledge, like standard user 
credentials).
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Penetration Testing Steps

• Reconnaissance (Information Gathering)
• Passive Reconnaissance: Gathering information without directly interacting 

with the target's servers (e.g., searching public records, WHOIS databases, 
social media, or using search engine).

• Active Reconnaissance: Directly interacting with the target to gather data, such 
as querying DNS servers or mapping network infrastructure.

• Scanning and Vulnerability Assessment
• Network Scanning: Using tools like Nmap to discover open ports, live hosts, 

and running services.
• Vulnerability Scanning: Using automated scanners (like Nessus or OpenVAS) to 

check discovered services against databases of known vulnerabilities.
• Web Application Scanning: Inspecting application behavior, looking for issues 

like outdated software versions or misconfigurations.
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Penetration Testing Steps (Cont’d)

• Exploitation (Gain Access)
• Techniques: This can involve SQL injection, Cross-Site Scripting (XSS), buffer 

overflows, or even social engineering (phishing employees).
• Goal: The objective isn't just to break in, but to understand the potential impact. 

Can they access sensitive customer databases? Can they manipulate financial 
records?

• Post-exploitation (Maintaining Access)
• Privilege Escalation: Attempting to upgrade a standard user account to an 

administrator or root account.
• Pivoting: Using the compromised machine as a launchpad to attack other 

systems deeper inside the internal network that are not exposed to the internet.
• Persistence: Installing backdoors or creating new accounts to ensure they can 

maintain access even if the system is rebooted.
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Penetration Testing Steps (Cont’d)

• Analysis and Reporting
• Executive Summary: A high-level overview of the business risks 

discovered.
• Technical Details: Step-by-step documentation of the vulnerabilities 

found, exactly how they were exploited, and the data that was accessed.
• Remediation Steps: Actionable advice and security patches required to 

fix the discovered vulnerabilities.
• Cleanup: Testers remove any backdoors, temporary accounts, or scripts 

they placed on the systems during the test
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LLM-based Pentesting Framework: CheckMate
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The orange arrow shows the iterative loop 
of classical planning+. The current state is 
initialized before the planning starts.

https://arxiv.org/abs/2512.11143



CheckMate
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• Predefined Attack Action (Why?): 
• Existing general-purpose LLM agents lack knowledge of specialized 

tools during Pentesting.
• The inconsistency or errors in LLM-command generation.
• Predefined attack actions to expand LLM knowledge base

• Planner:
• Causal relationships are encoded: if this then that
• Example: Once a web enumeration action identifies a specific web 

application, a pentester would naturally consider all relevant 
Metasploit modules, Nmap scripting engine scripts, and Nuclei 
templates associated with that application.



CheckMate (Cont’d)

• Classical Planning: limited in dynamic, non-deterministic, and 
partially observable tasks.
• The results of a port scan is not known until finished
• The outcome of an exploit is unpredictable until it is executed.

• Classical Planning+:
• If the executed action has a non-deterministic effect, the LLM is invoked 

to analyze the execution output and translate it into concrete predicates.
• The process is repeated iteratively until either the goal is met or all 

possible actions have been explored.
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CheckMate (Cont’d)

• CheckMate employs an LLM agent as its executor. 
• Each predefined action is paired with a concise, action-specific prompt 

that guides the agent.
• The prompts specify the required tools and command structure, along 

with placeholders for parameters.
• The placeholders are populated by the planner.

• The preceptor analyzes the execution results in heterogeneous 
formats and content, translates them into the representation that 
the planner can use for subsequent planning.
• Rule-based preceptor: parse structured outputs and map to predicates
• LLM-based preceptor: interpret unstructured outputs and produce 

predicates defined in classical planning+
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PentestEval

• Benchmarking LLM-based Penetration Testing with Modular and 
Stage-Level Design
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https://arxiv.org/abs/2512.14233



PentestEval: Scenario Settings
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PentestEval: Scenario Settings
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Ground-truth attack chains in each scenario.



PentestEval: Task Specification
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PentestEval: Prompts from Existing Work
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SMP: A strictly sequential workflow that 
follows the predefined stages in PentestEval



PentestGPT: USENIX Security 2024
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https://www.youtube.com/watch?v=eGqjYo_vdTg



Cyber Threat Intelligence (CTI)
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https://www.youtube.com/watch?v=RKeW4Xd9V9E

• Threat intelligence: data that has been gathered, processed, and analyzed to 
understand an attackers’s motives, targets, and attack behaviors.

• Strategic: High-level information about the overall threat landscape. It covers 
broad trends, potential financial impacts, and geopolitical motivations behind 
cyberattacks.

• Tactical: Information about the "how." It details the specific Tactics, Techniques, 
and Procedures (TTPs) that hackers use to bypass defenses and execute attacks.

• Operational: Context about specific, incoming attacks, campaigns, or active 
threat groups. It answers the "who, what, where, and when" regarding a specific 
adversary.

• Technical: Rapidly changing, highly specific data points like malicious IP 
addresses, phishing email domains, or malware file hashes. These are often 
referred to as Indicators of Compromise (IoCs).



CTI Lifecycle: Turn Raw Data into Intelligence

1. Direction (or Requirements): Setting the goals. The team defines what the 
organization needs to protect, what the highest risks are, and what 
questions need to be answered.

2. Collection: Gathering raw data from a wide variety of sources. This could 
include open-source intelligence (OSINT), dark web forums, internal 
network traffic logs, or purchased external threat feeds.

3. Processing: Sorting, organizing, translating, or decrypting the raw data so it 
is readable and ready for analysis.

4. Analysis: Connecting the dots. Analysts look for patterns in the processed 
data to answer the questions posed in step one. This is the crucial step 
where raw data transforms into actionable intelligence.

5. Dissemination: Distributing the finished intelligence to the right teams in a 
format they can easily understand and use (e.g., an executive summary for 
the CEO, or a list of IPs to block for the firewall team).
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Minerva: Reinforcement Learning with 
Verifiable Rewards for CTI LLMs
• CTI provides shared, machine-readable representations for triage, 

detection engineering, and incident response.
• Mapping heterogeneous, unstructured artifacts, such as 

vulnerability descriptions and incident narratives, into actionable 
intelligence grounded in standardized frameworks such as MITRE 
ATT&CK.

• CTI pipelines require accurate grounding to evolving identifiers, 
faithful extraction from noisy text, and precise mapping to 
canonical concepts.
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The Anatomy of an ATT&CK
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https://www.youtube.com/watch?v=2icKi2q6NS4



Limitations of Directly Applying LLM

• LLMs often follow analyst-style instructions and recover surface 
facts, but still miss workflow-critical outputs, including ATT&CK 
mapping, mitigation recommendation, and vulnerability root-
cause identification.

• Specialized models that handle: Dense domain terminology, 
structured outputs, deployment constraints.

• We need to train a CTI expert model.
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Minerva: CTI Expert LLM Model

• T1: Vulnerability-centric mapping (e.g., CVE → CWE/CVSS/ATT&CK)

• T2: Detection-centric mapping (e.g., Sigma/Sentinel/Splunk 
→ATT&CK)

• T3: Procedure and attribution-oriented mapping (e.g., behaviors or 
scenarios →techniques, mitigations, or actors).

• All tasks share a structured target space with canonical identifiers 
and deterministic verification.
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MinervaRL Overview
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• Reinforcement learning with 
verifiable rewards (RLVR): 
replace learned preference 
models with deterministic, 
programmatic verifiers 

• The verifiers score (as reward) a 
completion by checking  
structured properties, such as 
identifier correctness and 
output format.

https://arxiv.org/abs/2602.00513



Reinforcement Learning with Verifiable 
Rewards
• Optimize the policy Pi using Group Relative Policy Optimization 

(GRPO)
• For each prompt, we sample a group of completions from Pi_old;
• Scoring them with the verifier;
• Computing relative advantages to form the GRPO policy-gradient update;

• Reward sparsity problem: label space is large and long-tailed.
• Some labels are less prevalent in training data than popular schemas 

such as ATT&CK
• Many prompts yield zero successful rollouts, no reward, then no effective 

updates;
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Self-training Augmentation in MinervaRL

• Using the ground-truth label during training to elicit a short, 
well-formed explanation trace (answer-conditioned reasoning).

• Distill accepted traces back into the policy using original task 
prompt (with no label hints).

• Thus, inference-time prompts never expose ground-truth labels, 
while the policy learns to produce correct, verifiable outputs.
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Fuzzing
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https://www.youtube.com/watch?v=tB9p_jgrdpw



Fuzzer Harness

• Fuzzing engines (like libFuzzer, AFL++, or Honggfuzz) are incredibly 
good at generating millions of mutated, semi-random inputs, but 
they only generate raw bytes.

• The specific function you want to test inside a massive codebase 
probably doesn't accept raw bytes.
• Accepts Input: It receives a random array of bytes and a size limit from the 

fuzzer.
• Prepares the Data: It converts or casts those raw bytes into the format the 

target function expects.
• Executes the Target: It calls the specific API or function being tested using 

that prepared data.
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Delta Scan and Full Scan

• Delta scan (test case minimization) is an algorithmic process 
(Divided and Conquer) used to shrink a crashing input down to the 
absolute smallest sequence of bytes needed to trigger a bug;
• The scanner may only look at the new code (the diff) introduced in a 

recent update.

• Full Scan: The engine analyzes the entire repository from 
scratch. Even if a piece of legacy code hasn't been touched in five 
years, the full scan will re-evaluate it against modern payloads.
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DAPPA’s AI Cyber Challenge (AIxCC)
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Table 1: AIxCC Tasks and Challenge Modes

• Proof-of-Vulnerability (POV). Given a target software that contains one or 
more vulnerabilities, for each vulnerability, generate an input that triggers a 
sanitizer error when processed by a fuzzer harness. 

• AIxCC targets vulnerabilities in C and Java projects, and it uses OSS-Fuzz-
compatible fuzzers, such as libFuzzer and AFL for C projects, and Jazzer for 
Java projects, to prove a vulnerability.



FuzzingBrain
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Overview of FuzzingBrain Architecture
https://arxiv.org/abs/2509.07225



Libfuzzer and LLM-based Fuzzing in FuzzingBrain

• Worker Service first builds the corresponding fuzzer binary and 
then proceeds to generate POV inputs and patches specific to 
that fuzzer.

• Traditional Fuzzing: e.g., libFuzzer, whose fuzzing corpus is configured 
to reside in a shared directory accessible by the LLM-based fuzzing 
strategies.

• LLM-powered fuzzing strategies execute in parallel, and the generated 
input are used as seeds for libFuzzer.

• FuzzingBrain currently incorporates 23 distinct LLM-based strategies 
(10 for POV and 13 for patches)
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Prompts in FuzzingBrain
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Common Weakness Enumeration (CWE):

•CWE-119: Buffer Overflow
•CWE-416: Use After Free
•CWE-476: NULL Pointer Dereference
•CWE-190: Integer Overflow
•CWE-122: Heap-based Buffer Overflow
•CWE-787: Out-of-bounds Write
•CWE-125: Out-of-bounds Read
•CWE-134: Format String vulnerabilities
•CWE-121: Stack-based Buffer Overflow
•CWE-369: Divide by Zero
•CWE-22: Path Traversal
•CWE-77/78: Command/OS Command 
Injection
•CWE-79: Cross-Site Scripting
•CWE-89: SQL Injection
•CWE-502: Unsafe Deserialization
•CWE-611: XML External Entity (XXE) 
Processing
•CWE-918: Server-Side Request Forgery 
(SSRF)
….



Basic POV Generation Strategy
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Basic Patch Generation Strategy
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References

• All You Need Is A Fuzzing Brain: An LLM-Powered System for Automated 
Vulnerability Detection and Patching https://arxiv.org/abs/2509.07225 

• Minerva: Reinforcement Learning with Verifiable Rewards for Cyber Threat 
Intelligence LLMs https://arxiv.org/abs/2602.00513 

• Comparing AI Agents to Cybersecurity Professionals in Real-World 
Penetration Testing https://arxiv.org/abs/2512.09882 

• PentestEval: Benchmarking LLM-based Penetration Testing with Modular and 
Stage-Level Design https://arxiv.org/abs/2512.09882 

• Automated Penetration Testing with LLM Agents and Classical Planning 
https://arxiv.org/abs/2512.11143 
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